Community Healthcare System Central IRB

HIPAA Waiver of Authorization/Alteration Request Form
(Form date 3/2022)

Date Submitted: Click or tap here to IRB use only: Date Received
enter text.

Instructions: This form must be completed if you are requesting to access, use,
and/or disclose Community Healthcare System patient personal health information
(PHI).

SECTION I: Project Information

Title of Study or brief description of the Preparatory to Research activity: Click or tap
here to enter text.

Investigator Name and Title: Click or tap here to enter text.

Investigator’s email address: Click or tap here to enter text.

Contact Person Name and Title: Click or tap here to enter text.

Contact Person’s email address Click or tap here to enter text.

Is the investigator employed (Workforce Member) by the Community Healthcare System
(CHS)?

[J Yes L] No

If “Yes”, in what capacity? Click or tap here to enter text.

List the names and titles of all individual(s) authorized by the investigator who will be

responsible for querying medical records and/or database to obtain the protected health
information:

Name/Title Employed by CHS

1 Yes LI No

] Yes L] No

1 Yes [J No

Who will use the collected PHI?

Name/Title Employed by CHS

] Yes ] No

1 Yes I No

] Yes L No




SECTION l11: Review of the following protected health information
(PHI)

Select the source(s) to be accessed to obtain the PHI:

CHS Electronic Medical Record/EPIC

CHS Picture Archiving & Communication System (PACS) for digitize
radiologic images and reports

Cancer Registry

Computer/Database (electronic record)

Hospital Administrative/Billing records

Quality Improvement records

Drug and alcohol treatment records

Behavioral Health records

Psychotherapy notes

AIDS/HIV information

Genetic information

Data previously collected for research purposes

OOggio|ooooogig) g

Other: Click or tap here to enter text.

List the specific health information to be accessed and/or collected:

0 | Health history

Diagnosis: Specify condition or Diagnosis code: Click or tap here to enter text.

Laboratory test results

Medications

Radiographic images and/or results

Surgical procedures

Treatment outcomes

Healthcare provider reports and notes

Oooogigoio

Other: Describe: Click or tap here to enter text.

SECTION Il1: Privacy and Confidentiality

Researchers are reminded that subject identifiers and the means to link subject names and
codes with research data should not be stored on unencrypted moveable media (e.g.,
laptops, compact discs, jump drives)

What steps have been taken to ensure that the PHI will not be reused or disclosed
inappropriately to any other person or entity? Check all that apply.

[] Access limited to only individuals who need to know the information in the
performance of their job.




[] Electronic safeguards where only study staff has access to electronic study
information. Describe the electronic safeguards in place (e.g., password
protection, data encryption, firewall, and automatic shutdown of unused
screen, electronic system will not transmit data outside the covered entity.):
Click or tap here to enter text.

O] Physical safeguards where only study staff has access to areas with study
information. Describe the physical safeguards in place (e.g., locked cabinets,
locked filing room, and security system): Click or tap here to enter text.

L] Other: Click or tap here to enter text.

Disclosure Tracking

A covered entity is any healthcare plan, provider, or service that transmits health care
information in an electronic form (e.g., electronic medical record). Community
Healthcare System is a covered entity. PHI disclosed outside of the covered entity for the
purpose of research must be tracked as required by HIPAA regulations.

Will you be sharing PHI (health information plus one or more of the 18 HIPAA
identifiers) with anyone outside of Community Healthcare System?

LlYes [ No

If Yes, what health data will be shared, which identifier(s) will accompany the data,
and who will receive it? Enter contact name and address for receiving entity.

If Yes, indicate your plan for compliance with Accounting of Disclosures
Requirements (must check one):

L1 This study will enroll fewer than 50 subjects. The person or general role of the
person responsible for entering each subject into the HIPAA Accounting Tracking
Form is:

(1 This study will enroll 50 or more subjects. The Alternative Tracking form will be
used.

Send the completed form along with a copy of this Request form to the CHS CIRB
office.

SECTION VI: REQUEST FOR WAIVER OR ALTERATION OF
HIPAA AUTHORIZATION (complete ONLY when requesting a
Waiver as part of a protocol submission application)

Subject permission cannot be waived to retain identifiable private information and
identifiable biospecimens for future research purposes.



TYPE OF WAIVER REQUESTED

[

Full e Are requested for complete access, use, and creation of

Waiver records containing PHI, but only as described in the IRB
approved application/protocol;

e Are limited to a specific study;

e Cover the entire duration of the study; and

e The investigator will not be obtaining subject
Aurthorization.

Partial Partial Waivers occur when the IRB determines that a covered
Waiver entity does not need Authorization for all PHI uses and
disclosures. They are usually limited to use and disclosure by a
researcher to review PHI in order to contact a prospective
subject(s) with whom the researcher does not have a prior
relationship or to conduct screening procedures. Choose Partial
Waiver if you will be obtaining consent and a signed HIPAA
Authorization from participants once they have been identified.

Alteration | A request that removes some, but not all, PHI or alters the

of Waiver | requirements for an Authorizations. Situations requiring an
alteration vary, but most often involve verbal Authorization and
use of an information sheet.

IF REQUESTING A FULL WAIVER: Check all that apply:

O

The protocol summary assures that only existing data/specimens will be used
and that those data/specimens will be only those that were collected during a
time period between two specified dated in the past.

From date: Click or tap here to enter text. to date: Click or tap here to enter text.

Sample size is so large that including only those samples/records/data for which
a signed HIPAA Authorization can be obtained would prohibit conclusions to
be drawn or bias the sample such that conclusions would be skewed.

Patients are no longer being followed and/or are lost to follow-up.

mhn

The study in question has already obtained subject authorization for storage of
the data/speciemns in a research database/repository and for their use in future
research related to the area of research covered by the database/repository.

[

Other:

IF REQUESTING PARTIAL WAIVER: Check all that apply:

0 | Requesting a Partial waiver to access and use information about the potential
subjects’ past and present health to determine eligibility.

[0 | Requesting a Partial waiver for CHS researcher to access and use demographic
and/or contact information to contact subjects to determine if they are willing to
participate in this research study.

[0 | Requesting a Partial waiver for any other use and/or disclosure for only part of
the research project. Explain:




For the purposes of this waiver, explain why the identifiers that were selected above in
SECTION 11 are needed to meet the research objectives. Check all that apply:

O

The identifiers obtained under this waiver are needed to link patients with their
EMR data (e.g. medical record number)

O

The identifiers obtained under this waiver are needed to meet the research
objectives in order to determine the correct patient population
(inclusion/exclusion criteria) for this project (e.g., dates, such as date of
diagnosis or date of procedure):

The identifiers obtained under this waiver are needed to contact potential
participants for this project (e.g., name and mailing address/email address for
sending recruitment materials)

The identifiers obtained under this waiver will be stored within: (describe
means of storage): Click or tap here to enter text. to document and track
unique patients. (e.g., name, date of birth, zip code, medical record number,
dates of service, and brief medical history. This information will not be used
for screening or contacting patients for future research without IRB approval.)

O

Other: Click or tap here to enter text.

Plan to destroy identifiable information:

O

All identifiers (or links between identifiers and data) collected under his
waiver will be destroyed at the earliest opportunity consistent with the
conduct of the research. ldentify the procedure to be used to destroy the
PHI collected under this waiver (e.g., electronic paper, audio/video,
photography, and other) and the approximate timing: Click or tap here to
enter text.

Identifiers collected for this project will not be destroyed. Provide an
explanation as to when you will destroy the subject identifiers. If lont-term
retention of identifiable data is planned, provide a research or health
justification for the long-term retention or explain the state or federal law that
requires you to retain the identifiers: Click or tap here to enter text.

]

Other: Click or tap here to enter text.

NOTE: If this is a partial waiver being used for recruitment purposes only, your
answer(s) should only address a plan for the destruction of PHI collected prior to consent
and for those potential subjects who do not enroll.

NOTE: If you will retain identifiers after the end of the required record retention
applicable to your study, you must provide a health, research and/or regulatory/legal
justification for retainin the identifiers.




SECTION VII: INVESTIGATOR ASSURANCE

By submitting this form, | assure that | agree to the following: (All must be checked)

O

The research could not practicably be conducted without the waiver or
alteration;

The PHI for which use or disclosure is requrested is the minimum necessary
to conduct the research activities noted above;

I will account for any disclosure of PHI to a non-CHS Workforce Member as
part of this research activity;

0
0
0

If, at any time, | want to reuse this information for other purposes or to
disclose the information to additional individuals or entities, | will seek prior
approval from the CHS CIIB; and

I am aware of the legal, regulatory, and ethical requirements to protect
human subjects, including protection of their personal privacy and the
privacy of all information identifying and/or relating to them, and agree to
comply with all such human subjects protections.

Signature of Investigator Print Name Date




FOR CHS CIRB OFFICE USE ONLY

CHS CIRB /HIPAA Privacy Board Determinations:

O

The CHS CIRB, acting as the Privacy Board, has determined that the request
for a waiver/alteration of waiver of HIPAA Authorization satisfies the criteria
set forth at 45 CFR164.512(i)(2)(ii);

O

The use or disclosure of the PHI involves no more than minimal risk to the
privacy of individuals based on the presence of the following elements:
a. An adequate plan to protect health informaiotn identifiers from
improper use and disclusre: and
b. An adequate plan to destroy idenifiers at the earliest opportunity
consistent with condut of the research (absent a healthrh or research
justification for retaining them or a legal requirement to do so); and,;
c. Adequate written assurances that the PHI will not be reused or
disclosed to (shared with) any other person or entity, except as
required by law, for authorized oversight of the research study, or for
other research for which the use or disclosure of the PHI would be
permitted under the Provacy Rule.

The research could not practicably be conducted without the waiver or
alteration; and

The research could not practicaly be conducted without access to and use of
the PHI.

The PHI made available is the minimum necessary for the research.

g o) o

An IRB [ Full Waiver or [ Partial Waiver or L1 Alteration is granted by
L1 Full IRB review or [1 Expedited IRB Review

A Waiver/Alteration of Waiver is not granted by the CHS CIRB.
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Suggested action: Click or tap here to enter text.

Signature of CHS CIRB Chair/Designee Date




